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Abstract 

Software-defined Networking (SDN) is new network architecture which promises to redefine the 

future of networking in terms of how the network are build, managed, and operated. The SDN 

architecture is a revolutionary new idea that, moving the traditional network to be software-

based, makes it to offer more flexibility, high degree of automation and shorter provision time.  

In fact, SDN comes up with many great capabilities for the network, such as a highly scalable 

centralized control, flow-based, directly programmable, and dynamically configured, with 

dynamic updating of forwarding rules and network openness. On the one hand, greater reliance 

on software, direct programming capability, and centralized logical network intelligence of the 

SDN-based network can support rapid updating and provide different ways and opportunities to 

enhance and protect the network. On the other hand, these features bring new vulnerabilities 

related to security, scalability, and flexibility. Furthermore, the primary design of the SDN 

architecture does not sufficiently take into account security requirements, what makes security 

issues a real challenge. 

Thus, it is essential to build a robust security mechanism to protect the network from internal and 

external malicious activities, while respecting the objective of the SDN network. In this thesis, 

we construct a security system integrated with the central Controller, which is easy to manage, 

and which significantly improves the required security for the SDN-based network. Our system 

deals with many security challenges in SDNs. It combines a set of solutions rather than solving 

just one security issue. We build a modular security management system for OpenFlow/SDN-

based network. It consists of several modules. Each module provides a specific security service 

(e.g., access control, firewall, and violation detection). 

First, we propose an SDN-based access control system that allows network operators to 

implement the security policies required to verify the identity of a host upon connection to the 

network. It is defined to deny the access from unauthorized hosts and to specify different levels 

of privileges for each host, according to the provided authentication credentials. Second, the 

Firewall module is a state-aware, application-aware solution, which performs a deep packet 

inspection to protect data transmission. It presents a distributed stateful firewall solution in which 

the security policy is reactively enforced by an application running on the top of the Controller. 

Third, the violation detection module leverages the Controller’s global visibility to detect and 

resolve direct and indirect flow violations in the OpenFlow environment. It employs two conflict 

detection techniques. The first method is based on periodic polls of the Flow Table data. The 



second mechanism is presented as a layer between the application plane and the data plane. Both 

approaches utilize the directed graph to simplify tracking the forwarding rule paths. The 

combination of these systems (modules) helps creation of additional boundaries within the 

network to provide multi-levels of defense to protect the network from external attacks as well as 

from internal malicious users. 

For our systems, the network security policy will be centralized in the Controller, where there is 

the place of making a decision regarding how the switches should handle the packets, while a 

switch will only enforce this decision. The Controller can, at any time, reconfigure the security 

rules and redeploy them at any device under its control. Thus, we have more efficient, flexible 

and centralized point of security management represented by the Controller, which in turn 

spreads the network security policy dynamically across the distributed checkpoints. 
































